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CHILDREN PORNOGRAPHY, ONLINE SEXTORTION, REVENGE PORN:

THE PROVISIONS OF GREEK PENAL CODE
AND THE EU REGULATORY DEVELOPMENTS

Georgios Nouskalis *

SUMMARY: 1. Introduction. — 2. Sextortion as Sexual Blackmail and as a
Multidimensional Criminal Phenomenon. — 3. Article 346 of the Greek Penal Code
and the Limits of Criminal Liability. — 4. Article 348A of the Penal Code and the
Concept of Child Pornography. — 5. Artificial Intelligence, Deepfakes and the
Criminalization of Fabricated Sexual Material. — 6. The Budapest Convention,
Electronic Evidence and Access to Metadata. — 7. The Digital Services Act and the
Duties of Online Platforms. — 8. Conclusion.

1. Introduction

The analysis focuses on the Greek criminal law framework, in particular arts. 337,
346, 348A, 348C and 385 of the Greek Penal Code, and considers its relationship with
the Lanzarote Convention, the Istanbul Convention and directive (EU) 2024/1385. It
further examines the procedural and evidentiary dimension of sextortion cases, especially
the processing of traffic data, location data and other metadata for investigative purposes,
in light of regulation (EU) 2022/2065 (Digital Services Act), the e-Privacy framework,
regulation (EU) 2024/1689 on artificial intelligence, and the e-Evidence package
established by regulation (EU) 2023/1543 and directive (EU) 2023/1544.

The digital reproduction and dissemination of intimate images have altered the factual
background upon which the traditional concepts of privacy and sexual self-determination
were built. A photograph or video depicting a person’s intimate sexual life may be copied,
altered, uploaded and re-distributed within minutes. Once the material is indexed by
search engines, connected with the victim’s name, or sent to relatives, employers,
colleagues and friends, the harm ceases to be confined to a private sphere and becomes a
continuing public exposure. The victim is placed in a condition of permanent
vulnerability: anyone may already have seen the material or may be able to access it at
any moment?.

* Assistant Professor of Criminal Law, Aristotle University of Thessaloniki. E-mail: gnouskal@Ilaw.auth.gr.
1 D. KEATs CITRON, M.A. FRANKS, Criminalizing Revenge Porn, in Wake Forest Law Review, 2014, no.
49, p. 345.

Freedom, Security & Justice: European Legal Studies ISSN 2532-2079
2026, n. 2, pp. 507-517 DOI:10.26321/G.NOUSKAL1S.02.2026.23
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This explains why the criminalization of such conduct cannot be understood as a mere
protection of reputation. The dissemination of intimate material without consent affects
the person’s practical ability to move socially, professionally and digitally without fear
of humiliation. It may cause anxiety, social withdrawal, avoidance of online presence and,
in some cases, exposure to offline harassment or physical danger. The publication of nude
images together with identifying data, such as names, profiles, telephone numbers or
email addresses, may also encourage strangers to approach the depicted person in a
sexually aggressive manner?.

The terminology used in this field should be handled with caution. The expression
“revenge pornography” is too narrow if it suggests that revenge is a necessary element of
the offence. The broader and more accurate category is image-based sexual abuse, namely
the creation, possession, distribution or threatened distribution of sexual or nude images
without the person’s consent. Revenge may be the motive in some cases, but the
wrongfulness of the conduct does not depend upon that motive. The decisive element is
the unauthorized instrumentalization of a person’s sexual image?®.

The same observation applies to deepfake pornography. Artificial intelligence makes
it possible to combine the face, voice or identifiable features of a real person with a
fabricated nude or sexual body. In such cases the material may be false in a technical
sense, but the social and psychological injury may be equivalent to that caused by
authentic material. The legal issue, therefore, is not exhausted by the authenticity of the
image. What matters is the use of a person’s sexual identity as a means of humiliation,
coercion or exploitation®.

Directive (EU) 2024/1385, adopted in the field of combating violence against women
and domestic violence, reflects this development by requiring Member States to
criminalize certain forms of non-consensual dissemination of intimate or manipulated
material through information and communication technologies®.

Of particular importance is the provision concerning making available to the public
of images, videos or similar material depicting sexual activities or intimate parts without
consent, as well as the production, manipulation or alteration of material giving the
impression that a person is engaging in sexual activities. The threat of committing such
acts in order to coerce the victim into acting, consenting or refraining from an act is the
point at which the phenomenon of sextortion becomes legally visible.

Greek law has already incorporated part of this conduct through art. 346 of the Penal
Code, especially as regards the unauthorized disclosure of material concerning a person’s

2 K. MANIA, Legal Protection of Revenge and Deepfake Porn Victims in the European Union: Findings
From a Comparative Legal Study, in Trauma, Violence, & Abuse, 2024, no. 1, pp. 117-129.

3 See S. WANG, S. KIM, Users’ Emotional and Behavioral Responses to Deepfake Videos of K-Pop ldols,
in Computers in Human Behavior, 2022, no. 134, pp. 1-11; V. KARASAVVA, A. NOORBHAI, The Real Threat
of Deepfake Pornography: A Review of Canadian Policy, in Cyberpsychology, Behavior, and Social
Networking, 2021, no. 3, pp. 203-209.

4 See C. MCGLYNN, E. RACKLEY, R. HOUGHTON, Beyond ‘Revenge Porn’: The Continuum of Image Based
Sexual Abuse, in Feminist Legal Studies, 2017, no. 25, pp. 25-46.

® See P. BELLONI, The Proposal for a Directive on Gender-Based Violence, in Media Laws, 14 May 2024,
https://www.medialaws.eu/the-proposal-for-a-directive-on-gender-based-violence/.

508
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sexual life and the threat of such disclosure. Nevertheless, the deepfake dimension
remains a difficult point. Where the material gives the impression that the victim is
engaged in sexual activity, without depicting a real event, the legal assessment must avoid
a formalistic distinction between true and false images if the effect upon sexual self-
determination is the same.

2. Sextortion as Sexual Blackmail and as a Multidimensional Criminal Phenomenon

Sextortion describes a form of digital blackmail in which the perpetrator threatens to
disclose sexually explicit or intimate material to compel the victim to perform, tolerate or
omit a specific act. It is not simply a technological version of classic extortion. The
pressure exerted on the victim derives precisely from the intimate and sexual nature of
the material. For that reason, sextortion must be assessed not only as an offence against
property or freedom of will, but also as an offence against sexual freedom, privacy and
dignity®.

In cases involving minors, this conclusion becomes even stronger. The minor’s fear
is not limited to embarrassment. It may include fear of family reaction, school exposure,
social exclusion, re-victimization, or even criminalization where the minor has produced
self-generated sexual material. The perpetrator exploits not only the material itself, but
also the minor’s limited ability to assess legal consequences, preserve evidence, seek help
and resist manipulation.

The phenomenon appears mainly in two forms. The first is sexual sextortion. The
perpetrator uses existing or alleged intimate material to demand further images, live-
streamed sexual acts, sexual communication, or a physical meeting. In this form,
sextortion functions as a mechanism of continuing sexual exploitation. Each concession
by the victim supplies the perpetrator with new material and therefore with a stronger
means of coercion. The victim is drawn into a cycle from which escape becomes
increasingly difficult without external intervention.

The second form is financial sextortion. Organized groups often target adolescents,
usually after creating a false profile or after inducing the victim to send intimate material.
The threat of publication is then used to demand money, gift cards, digital currencies or
other economic benefits. The sexual dimension is the means of pressure, while the
immediate purpose is financial gain. This distinction has consequences for legal
classification, since the same factual conduct may engage provisions protecting sexual
freedom and provisions protecting property or patrimonial interests.

The specificity of sextortion lies, therefore, in the combination of sexual exposure
and coercive control. The perpetrator does not merely threaten a future harm. The
threatened harm is already latent in the material itself and in the architecture of the
internet, where dissemination may be instantaneous, transnational and practically

® See M. PicCHI, Violence against Women and Domestic Violence: The European Commission’s Directive

Proposal, in Athens Journal of Law, 2022, no. 4, pp. 395-408.
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irreversible. This is why the law must treat sextortion as a form of sexual abuse through
images and not as a secondary or derivative conduct.

3. Article 346 of the Greek Penal Code and the Limits of Criminal Liability

Art. 346 of the Greek Penal Code criminalizes the unauthorized disclosure of a real,
altered or distorted image, as well as any visual or audiovisual material, depicting a non-
public act of another person relating to that person’s sexual life. The provision seeks to
protect sexual freedom, sexual dignity, sexual self-determination and sexual privacy. It is
particularly important in cases of so-called revenge pornography, but its scope is not
limited to acts motivated by revenge’.

The central interpretative difficulty lies in the phrase ‘relating to sexual life’. The
concept is not exhaustively defined by the provision itself. Recent Greek case law has
attempted to clarify it by holding that the protected field includes not only acts of an
explicitly sexual nature, such as the depiction of genitalia, but also images of the body
which, even with the genitalia covered, are presented in a manner capable of causing
sexual arousal. In that context, the depiction of a semi-nude body in underwear has been
considered capable of falling within the scope of art. 346, where the functional purpose,
the manner of presentation and the intended audience connect the image with the victim’s
sexual lifed.

This approach has the merit of avoiding an excessively narrow reading of the
provision. It would be artificial to require the depiction of genitalia or of a sexual act in
every case. Sexual exposure may also occur through the presentation of the body, the
surrounding context, the words accompanying the image, the place of publication and the
audience to which it is addressed. A photograph sent privately to a partner may acquire a
clearly sexual meaning when republished with degrading comments or uploaded to a
platform designed for sexual consumption.

At the same time, a very broad interpretation creates difficulties of legality and
proportionality. Not every unauthorized publication of a private or partially nude image
can automatically be characterized as material relating to sexual life within the meaning
of art. 346. The fact that an image was intended only for the recipient does not by itself
transform the image into revenge pornography. Nor is it sufficient that the image may, in
the abstract, be capable of provoking erotic interest in someone. The connection with
sexual life must be established through objective elements arising from the material itself
and from the circumstances of its dissemination.

" See E. SYMEONIDOU-KASTANIDOU, Crimes Against Personal Legal Interests, Athens, 2025, p. 364; G.
BASTOUNAS, Exdixntixi mopvoypopio:. Evag uiviiakog 0pog ato emIKEVIPO THS JIKo10avVS - Me apopun
v AIT 686/2021 (Revenge Pornography: A Mediatic Term at the Center of Justice — In Occasion of AP
286/2021), in Qualex, 2022, pp. 74-77.

8 P, KAZIS, Revenge porn: Néo didtoaln yia v exdiknuxij wopvoypagia (Gplpo 346 I1K.) (Revenge Porn:
New Provision on Revenge Pornography (article 346 of the Penal Code)), in Syntagma Watch, 4 July 2022,
pp. 196-198.

510
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A more coherent interpretation would require a concrete link between the published
material and the victim’s sexual self-determination. Such a link may appear from the
depiction of genitalia, nudity, sexual acts, simulated sexual acts, or from the manner in
which the body is presented. It may also arise from the context of disclosure: for example,
where the perpetrator adds comments referring to the victim’s sexual life, uploads the
material to a dating or pornographic website, sends it to persons for the purpose of sexual
humiliation, or presents the victim as a person producing sexual material. In the absence
of such elements, the conduct may still constitute an unlawful processing of personal data
or another offence, but it should not necessarily be assimilated to the core wrongfulness
of art. 346°.

The importance of this distinction is not merely theoretical. Art. 346 carries a
significant punitive weight. If the offence is interpreted so broadly that it covers every
non-consensual disclosure of an intimate or private image, the provision risks losing its
internal limits. The protected interest is not general privacy alone. It is sexual privacy and
sexual self-determination. The interpretative task is therefore to identify when the image,
the manner of disclosure and the surrounding circumstances cross that threshold.

4. Article 348A of the Penal Code and the Concept of Child Pornography

The comparison between arts. 346 and 348A of the Penal Code is necessary because
both provisions may be invoked in sextortion cases involving minors. Yet the two
provisions protect legal interests through different structures. Art. 348A concerns child
pornography and is directed at material involving minors or persons appearing to be
minors. Its protective purpose is connected with the minor’s sexual freedom, dignity,
physical and psychological integrity, and especially the minor’s unimpeded sexual
development.

Under art. 348A(3), child pornography consists, strictly speaking, in the
representation or actual or simulated depiction, on an electronic or other medium, of the
genitalia or the body in general of a minor or of a person appearing to be a minor, in a
manner that clearly causes sexual arousal, as well as the actual or simulated sexual act
performed by or with a minor or a person appearing to be a minor. The requirement that
the material clearly causes sexual arousal is important. The sexual function of the
depiction must be primary and not merely incidental, as may occur in artistic, educational
or cinematic contexts.

Greek case law has treated the possession, distribution and making available of such
material as conduct capable of seriously endangering not only the actual minor depicted

% See G. NOUSKALIS, Opiouévec oKéypels yopw omé ) SNUosLOToiney Sedouévamy ¢ yevetnolag (wHe oto
by povo d1adiktvoxd mepifaiiov - Ta mpofriuata epapuoyrc tov ap. 38 N 4624/2019 ka1 tov ap. 346 T1K
- Me apopuap v ZvufEpA6 1452/2025 (Some Thoughts on the Disclosure of Data Concerning Sexual
Activity in the Modern Online Environment — Problems with the Implementation of Article 38 of Law
4624/2019 and Article 346 of the Penal Code), in Qualex, 2026, no. 49, p. 1 ff.
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but also an indefinite number of minors who may be exposed to such material or recruited
into its production. The offence thus contains both an individual and a broader protective
dimension. It is directed against the exploitation of the depicted child, but also against the
social circulation of material that normalizes or encourages sexual access to minors®®,

In the digital environment, the concept of possession raises specific issues. Access to
material stored remotely, live-streamed content, temporary storage in cache memory and
the opening or downloading of files may each raise different questions of factual control.
Mere viewing without control over the material cannot automatically be equated with
possession. By contrast, downloading, saving, printing, organizing or otherwise
exercising control over files may establish the factual power required for possession.
Distribution does not require dissemination to an indefinite public; making the material
accessible to more than one person, including through online posting or re-posting
mechanisms, may sufficel?.

This analysis is relevant to art. 346 because it shows why the element of sexual
arousal and the objective character of the material cannot be ignored. If art.346 is
interpreted by analogy with the logic of art. 348A, the material disclosed without
authorization should either depict the victim’s naked body, genitalia, sexual act or
simulated sexual act, or otherwise be presented in a manner whose primary function is
sexual exposure or sexual exploitation. The mere subjective intention of the perpetrator
to embarrass the victim should not be enough where the material itself and the
circumstances of disclosure do not objectively connect it to the victim’s sexual life.

Such an interpretation also explains why art. 346 may justifiably carry a serious
penalty. Its additional wrongfulness lies not only in the violation of honour or personal
data, but in the unauthorized entry of the victim’s sexual life into public circulation. The
offence therefore requires more than private unpleasantness and more than a breach of
confidentiality. It requires a disclosure that affects the victim as a sexual subject.

5. Artificial Intelligence, Deepfakes and the Criminalization of Fabricated Sexual
Material

Acrtificial intelligence has fundamentally changed sextortion. Possession of authentic
sexual material is no longer necessary. A perpetrator may threaten the victim with the
publication of fabricated material that appears realistic enough to cause the same social
harm as genuine material. For a minor, the distinction between authentic and artificial
content may be practically irrelevant. Once the image is circulated, the burden of denying

0 D. Kioupris, Iopvoypapioa avilikwv. Epunvevtikéc mpooeyyiceic tov dplpov 3484 I1.K. (Child
Pornography: Interpretative, Approaches to Article 348A of the Penal Code), in I1owikdg Adyog, pp. 5-12,
https://pergamos.lib.uoa.gr/item/uoadl:1028350, accessed 7 June 2026.

11 See M. KAIAFA-GBANDI, Online Offenses Against Minors, in ITowvixd Xpovixa, 2012, no. 1, p. 161.
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its authenticity may fall on the victim, while the damage to dignity and social life has
already occurred??,

The legislative response must therefore shift attention from the truthfulness of the
depicted event to the use of the person’s sexual image as an instrument of coercion. Where
deepfake technology creates the impression that a minor or adult is engaged in sexual
conduct, the wrong does not lie only in deception. It lies in the appropriation of the
person’s sexual identity and in the threat of public sexual humiliation.

This is the significance of the recent regulatory movement toward the express
criminalization of fabricated sexual material. The use of generative artificial intelligence
to create sexual images of identifiable persons cannot be treated as a harmless fantasy
merely because the body is not real. In the context of sextortion, the fabricated image
becomes a weapon. It allows the perpetrator to produce the means of blackmail without
any prior act by the victim and, in that sense, expands the reach of sexual coercion.

For minors, the need for protection is particularly acute. The minor may not be able
to disprove the authenticity of the image, may fear that adults will not believe them, or
may remain silent because the shame attached to the image is stronger than the confidence
in legal protection. Criminal law must therefore recognize that manipulated or artificial
sexual material may cause the same injury to sexual freedom, dignity and psychological
integrity as authentic material.

At the same time, the criminalization of deepfake pornography should be formulated
with precision. It should cover the production, alteration, dissemination and threatened
dissemination of material that gives the impression of sexual activity or sexual exposure
and is capable of causing serious harm. The focus should remain on identifiable persons,
lack of consent, sexual character of the material and the risk or occurrence of significant
harm. Only such a formulation can avoid both under-criminalization and excessive
interference with lawful expression.

6. The Budapest Convention, Electronic Evidence and Access to Metadata

Sextortion cases are rarely confined within one national territory. The victim may be
in Greece, the perpetrator may operate through a false profile hosted abroad, the platform
may be established in another Member State or outside the European Union, and the
relevant data may be stored in several jurisdictions. For this reason, substantive
criminalization is insufficient unless supported by workable mechanisms for the
preservation, disclosure and lawful use of electronic evidence®®,

12 See C. YAvuz, Criminalisation of the Dissemination of Non-consensual Sexual Deepfakes in the
European Union. A Comparative Legal Analysis, in Revue Internationale de Droit Pénal, 2024, no. 2, pp.
419-457.

13 See G. DAVIES, The Promise and Pitfalls of the Second Protocol to the Budapest Convention: Assessing
its Impact on EU and UK Cross-Border Criminal Investigations, in New Journal of European Criminal
Law, 2026, no. 1, pp. 101-123.
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The Budapest Convention on Cybercrime remains the central international
instrument in this field. Its importance for sextortion lies in the procedural tools it
provides for the preservation and collection of digital evidence. The expedited
preservation of stored computer data and traffic data is particularly significant. In
sextortion cases, perpetrators often delete messages, accounts, profiles or files as soon as
they suspect that the victim has contacted the authorities. The possibility of rapidly
preserving data prevents the irreversible loss of evidence before the slower mechanisms
of mutual legal assistance or formal production orders can operate.

The Convention also introduced concepts of search and seizure adapted to the
intangible character of computer data. Following its incorporation into Greek law,
investigative authorities may search information systems and seize or secure digital data
under the guarantees provided by the Code of Criminal Procedure. In sextortion cases,
this may concern cloud storage, messaging applications, social media accounts, devices
and data connected with the transmission of threats or the dissemination of material.

The Second Additional Protocol to the Convention strengthens cross-border
cooperation by facilitating more direct cooperation with service providers and by
addressing emergency situations!*. This is of particular importance where a minor is
under immediate threat, where the threatened disclosure is imminent, or where there is
risk to life or physical integrity. In such circumstances, the legal framework must allow
speed without abandoning judicial guarantees.

The processing of metadata must, however, be situated within the European
framework for the protection of private life and communications. Directive 2002/58/EC
established the confidentiality of electronic communications and extended protection to
traffic and location data. Although Member States may restrict this protection for reasons
such as national security, public security and the prevention, investigation, detection and
prosecution of criminal offences, such restrictions must be necessary, appropriate and
proportionate in a democratic society.

The judgment of the Court of Justice of the European Union in Digital Rights Ireland
remains central to this balance. The invalidation of the Data Retention Directive was
based, among other reasons, on the absence of sufficient limits and prior review regarding
access by national authorities to retained data. The lesson is clear: the investigation of
serious offences, including sextortion of minors, may justify access to communications
metadata, but access cannot be generalized, indiscriminate or detached from independent
control.

Greek law has incorporated this approach through the rules governing the
confidentiality of communications and its lifting. Presidential Decree 47/2005, Law
3471/2006 and the later framework on the lifting of confidentiality place traffic and
location data within the protected sphere of communications secrecy. Their use in

14 See T. WAHL, Council Frames Ratification of CoE E-evidence, Treaty by EU Member States, in eucrim,
15 March 2023, https://eucrim.eu/news/council-frames-ratification-of-coe-e-evidence-treaty-by-eu-
member-states/.
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criminal investigations therefore requires compliance with constitutional and statutory
guarantees. In sextortion cases, this means that the need to identify the perpetrator, trace
the origin of threats and preserve evidence must be reconciled with the principle that
access to communications data is an exceptional measure.

The e-Evidence package further develops this field by creating procedures for
European Production Orders and European Preservation Orders. In practical terms, these
instruments may prove decisive in sextortion cases where platforms and providers hold
the relevant data. They also confirm that the future of criminal investigation in online
sexual abuse depends upon a double requirement: effective access to evidence and strict
procedural safeguards.

7. The Digital Services Act and the Duties of Online Platforms

Regulation (EU) 2022/2065, the Digital Services Act, introduces a new model of
responsibility for the digital environment. Its basic premise is that illegality should not
become less serious because it is committed online. In relation to sextortion, the DSA is
important not because it replaces criminal law, but because it addresses the conditions
under which illegal material is hosted, circulated, recommended and removed?®®.

Art. 16 of the DSA requires hosting service providers to put in place notice-and-
action mechanisms that are easily accessible and user-friendly. This requirement is crucial
in sextortion cases. Time is often decisive. Once intimate material is uploaded, every hour
of delay may increase the number of copies, screenshots, downloads and re-posts. A
meaningful reporting mechanism must therefore allow victims, their representatives or
competent bodies to notify the platform quickly and must oblige the provider to act
expeditiously where the content is illegal.

Art. 28 is particularly significant for minors. Online platforms accessible to minors
must ensure a high level of privacy, safety and security. The provision reflects a principle
of default protection: minors should not be required to understand and configure complex
privacy settings in order to be safe. Non-public profiles, restrictions on unsolicited contact
by strangers, limits on algorithmic exposure and age-appropriate design may reduce the
opportunities for perpetrators to approach, groom or blackmail minors.

Art. 34 imposes additional obligations on very large online platforms and very large
online search engines to assess systemic risks arising from the design and functioning of
their services. These risks include the dissemination of illegal content and negative effects
on fundamental rights, minors and gender-based violence. A platform whose interface,
recommendation system or contact architecture facilitates the approach of minors by
perpetrators cannot rely on technical neutrality. It must assess and mitigate the risk.

15 See V. PoLYZoIDOU, e-Evidence Regulation: A Contemporary Trojan Horse in Criminal Proceedings?,
in T.E. SYNODINOU, P. JOUGLEUX, C. MARKOU, T. PRASTITOU-MERDI (eds.), EU Digital Law in the Al Era,
Cham, 2025, pp. 239-261.
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The DSA thus complements the criminal-law response. Criminal law punishes the
perpetrator; platform regulation seeks to reduce the conditions that enable the offence and
to limit the spread of the material once it appears. This preventive and remedial function
Is essential in sextortion cases, because the harm is intensified by circulation. Removal,
disabling access, preservation of evidence and cooperation with competent authorities
must therefore operate together®.

Greek law 4779/2021, which transposed directive 2018/1808, adds another layer of
protection in relation to audiovisual media services and video-sharing platforms. Age
verification, parental control systems and safety-by-design obligations reinforce the
protective framework for minors. The combined application of the DSA, audiovisual
media rules, data-protection safeguards and criminal law allows a faster and more
coherent institutional response to the dissemination of blackmail material.

8. Conclusion

The online sexual extortion of minors cannot be reduced to a single offence or to a
single legal interest. It is a compound phenomenon in which coercion, sexual exposure,
privacy violation, technological manipulation and cross-border evidentiary difficulties
converge. Its legal treatment therefore requires a combined approach: substantive
criminal provisions must be sufficiently precise; investigative tools must be effective but
controlled; and platforms must bear concrete duties to prevent, remove and limit the
circulation of unlawful material.

Art. 346 of the Greek Penal Code is central to the protection of sexual privacy and
sexual self-determination against non-consensual disclosure. Yet its interpretation must
remain disciplined. The concept of material relating to sexual life should not be expanded
to every private image disclosed without authorization. It should cover material which,
by its content or by the context of disclosure, objectively affects the victim as a sexual
subject. This reading preserves both the protective force of the provision and the
requirements of legality and proportionality.

Art. 348A, by contrast, addresses the specific wrong of child pornography and must
be applied with attention to the particular vulnerability of minors and to the requirement
that the material clearly causes sexual arousal or depicts sexual conduct. In sextortion
cases involving minors, the two provisions may intersect, but they should not be
conflated. Their distinction helps the interpreter identify the precise wrong: sexual
blackmail, non-consensual disclosure, child sexual abuse material, or a combination of
these.

Avrtificial intelligence intensifies the problem by making it possible to fabricate the
very material used for blackmail. The law must therefore treat deepfake sexual material

16 See R. GORwA, The Politics of Platform Regulation: How Governments Shape Online Content
Moderation, Oxford, 2024, pp. 53-60.
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as capable of causing genuine harm, while defining criminal liability with sufficient
clarity!”. The decisive elements should be identifiability, sexual character, lack of
consent, dissemination or threat of dissemination, and serious harm or coercive purpose.

Finally, the effectiveness of any legal response depends on evidence and speed. The
Budapest Convention, its Second Additional Protocol, the e-Evidence package and the
DSA together show the direction of modern regulation: rapid preservation and access to
data, cooperation with providers, protection of minors by design, and procedural
guarantees against disproportionate interference with communications secrecy.
Sextortion is a digital offence, but its injury is deeply personal. That is why the law must
respond with both technological awareness and doctrinal restraint.

ABSTRACT: In contemporary society, photographs and videos depicting an individual’s
sexual or intimate life can be easily reproduced and disseminated digitally without
their consent, reaching potentially millions of recipients. Pursuant to directive (EU)
2024/1385 on combating violence against women, as well as following the
ratification of the Istanbul Convention, most EU Member States have codified the
core elements of the aforementioned conduct within their respective Criminal Codes
—such as art. 346 of the Greek Penal Code — as well as within special criminal statutes
concerning the violation of personal data protection. As a result of these overlapping
legislative frameworks, a number of interpretative issues arise, some of which are
examined in the present article. This paper examines the online sexual extortion of
minors by adults, commonly described as sextortion. Its aim is not the mere
description of a new criminal practice, but the legal assessment of a form of coercion
which affects sexual freedom, privacy, personal dignity and, where minors are
concerned, the conditions of their undisturbed sexual development.

KEYWORDS: Atrtificial intelligence — Child pornography — Deep fake — Digital Service
Act — Revenge porn — Sextortion — Sexual self-determination.

17 See B. KIRA, When Non-Consensual Intimate Deepfakes Go Viral: The Insufficiency of the UK Online
Safety Act, in Computer Law & Security Review, 2024, no. 54, pp. 1-14.
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